DocuSign Envelope |D: 0BD54AB2-BBES-4DF0-BEFE-49180C1A2D54

Standard Student Data Privacy Agreement

IL-NDPA v1.0a

School District or LEA

Mclean County Unit5 School District

and

Provider

Clever
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This Student Data Privacy Agreement ("DPA") is entered into on the date of full execution (the "Effective Date”)

and is entered into by and between:

[ Metsrcountwunia senvaimuin], lOCAtEd At [ 2800w (the “Local Education Agency” or "LEA”) and

Hovey,Normal, ]
iL 51761

[ Clever ] locatedat _ ussmes. =] (the “Provider”).

WHEREAS, the Provider is providing educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect perscnally identiflable student information and
otherregulated dataexchanged between them asrequired by applicable laws and regulations, such as the Family
Educational Rights and Privacy Act ("FERPA"} at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online
Privacy Protection Act ("COPPA")at15U.5.C. §6501-6506 (16 CFR Part 312), applicable state privacy iaws and
regulations and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:
1. Adescription of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions. Check [fRequired
A If checked, the Supplemental State Terms and attached hereto as Exhibit “G"” are hereby
_ incorporated by reference into this DPA in thelr entirety.
| 1 checked, LEA and Provider agree to the additional terms or modifications set forth in Exhibit
___ " H" (Optional)
E_ If Checked, the Provider, has signed Exhiblt “E" to the Standard Clauses, otherwise known
as General Offer of Privacy Terms

3. Intheeventofaconflictbetween the SDPC Standard Clauses, the State or Special Provislons will control.
Inthe eventthere is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control. o

4. This DPA shall stay In effect for three years. Exhibit E will expire 3 years from the date the original DPA
was.signed.

5. Theservices to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit“A” (the
“Services”). ' o o '

6. Notlces. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, orfirst-class mail, sent to the designated representatives below.
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The designated representative for the LEA for this DPA Is:

Name: DaveSchumer Title: _T€chnolog\Director
Address: 2022EagleRoad Normalll, 61761

Phone: 309-557- Email: schumedc@unitS.org
4013

The designated representative for the Provider for this DPA is:

Name:_Kevin Laughlin Title: CFO
Address: 1263 Mission St, San Francisco, CA 94103
Phone: Emall: Lecal@clever

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA.: McieanCountyUnits Schoolbistric

sy DAVe Schumersie229e s (sse s~ pare 03/29/2021

Printed Name: Title/Position: Te€chnologyDirecto

DaveSchumer

2021-4-2%

Date: _

Printed Name: Kevin Laughlin Title/Position: .CFO

Last Updated 2021-03-15 - New lllingis Exhlblt G IL-NDPA v1.0a Page 3 of 23



DocuSign Envelope ID: 0BD54AB2-BBES-4DF0-8EFE-49180C1A2D54

STANDARD CLAUSES
Version 1.0
ARTICLE I: PURPOSE AND SCOPE
1. PurposeofDPA. The purpose ofthis DPAis to describe the duties and responsibilities to protect Student

1.

Dataincluding compllance with all applicabie federal, state, andlocal privacy laws, rules, and regulations,
allas may be amended fromtime to time. In performing these services, the Provider shall be considered
a School Official with a legitimate educatlional interest, and performing services otherwise provided by
the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to its use of
Student Data

Student Data to Be Provided. In order to perform the Services described above, LEA shall provide
Student Data as identified in the Schedule of Data, attached hereto as ExhibIt“B".

DPADefinitlons. Thedefinitionofterms used Inthis DPAisfound in ExhibIt“C".Intheeventofaconflict,
definitions used in this DPA shall prevail over terms used in any other writing, including, but not limited
to the Service Agreement, Terms of Service, Privacy Policies efc.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the Service
Agreement is and will continue to be the property of and under the control of the LEA. The Provider
further acknowledges and agrees that all copies of sich Student Data transmitted to'the Provider,
including any modifications or additions or any portion thereof from any source, are subject to the
provislons of this DPAIn the same mannerastheoriginal Student Data. The Parties agree thatas between
them, all rights, including all intellectual property rights in and to Student Déta contemplated per the
Service Agréement, shall remain the exclusive property of the LEA. For the purposes of FERPA, the
Provider shall be considered a School Official, under the control and direction of the LEA as It pertains to
the use of Student Data, notwlthstanding the above.

Parent Access. To the extent requlred by law the LEA shall establish reasonable procedures by which a
parent, legal guardian, or eligible student may review Education Records and/or Student Data correct
erroneous information;. and. procedures. for the transfer.of:student-generated content to a personal
account, consistent with the functionality of services.-Provider shall réspend-in-a reasonably titely
manner (and no laterthan forty five (45) days from the date of the request or pursuantto the time frame
required under state iaw for an LEA to respond to a parent or student, whichever is sooner) to the LEA's
request for Student Data in a student’s records held by the Provider-to view or correct ds hecessary. In
the event that a parent of a student or other individual contacts the Provider to review. any of the Student
Data accessed pursuant to the Services, the Provider shall refer the parent orindividual to the LEA, who
will follow the necessary and proper procedures regarding the requested Information.

Separate Account. If Student-Generated Confent is stored or maintained by the Provider, Provider shall,
at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student-
Generated Content to a separate account created by the student.
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4.

1.

2

4,

2.

4l

Law Enforcement Requests. Should law enforcement or other government entities ("Requesting
Party(ies)”) contactProviderwitha requestforStudent Dataheidbythe Providerpursuanttothe Services,

the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting Party, unless
lawfully directed by the Requesting Party not to inform the LEA of the request.

Subprocessors. Provider shall enter Into written agreements with all Subprocessors performing functions
forthe Providerin orderforthe Providerto provide the Services pursuantto the Service Agreement,
whereby the Subprocessors agree to protect Student Data in a manner no less stringent than the terms
of this DPA.

ARTICLE III: DUTIES OF LEA
Provide Data in Compliance with Applicable Laws. LFA shall provide Student Data for the purposes of

obtaining the Services incompliance with allapplicable federal, state, and local privacy laws, rules, and-
regulations, all as may be amended from time to time.

AnnualNotification of Rights. If the LEA has a policy of disclosing Education Records and/or Student
Data under FERPA (34-CFR §99.31(a)(1)), LEAshall include a specification of ériteria for determining
who constitutes a schaol official and what constitutes a legitimate educationalinterest in its annual
notification of rights.

Reasonable Precautlons. LEA shall take reasonable precautions to secure usernames, passwords, and
any other means of gaining access to the services and hosted Student Data.

Unauthorized Access Notification. LEA shall notify Provider promptly of any known unauthorized access.

LEA will assist Providerin any efforts by Provider toinvestigate and respond te any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

Privacy Compliance. The Provider shall comply with all applicable federal; state, and local laws, rules, and
regulations pertaining to Student Data privacy and security, all as may be amended from time to time.

Authorized Use. The Student Data shared-pursuant to the Service Agreement, in_cl'udlng persistent unique
identifiers, shall be used for no purpose otherthan the Services outiined in Exhibit A or stated in the
Service Agreementand/or otherwise authorized under the statutes referred to herein this DPA.

Provider Employee Obllgatlon. Provider shall require all.of Provider's employees and: agents who have
access to Student Data to comply with all applicable provisions of this DPA with respect to the Student

Data shared under the Service Agreement. Provider agrees to require and maintain an appropriate
confidentiality agreement from each employee or agent with access to Student Data pursuant to the
Service Agreement.

No Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of any Student
Data or any portion thereof, Including without limitation, user content or other non-public Information
and/or personally identifi able‘ information contained| in the Student Data other than as directed
orpermitted by the LEA or this DPA. This prohibition’ agalnst disclosiiré shall-not apply to
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7l

1,

aggregate summaries of De-Identified information, Student Data disciosed pursuant to a lawfully
Issued subpoena or other legal process, or to subprocessors performing services on behalf of the
Provider pursuanttothis DPA. Provider will not Sell Student Data to any third party.

De-Identified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-Identified
Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:
(1) assisting the LEA or other governmental agencies in conducting research and other studies; and (2)
research and development of the Provider's educational sites, services, or applications, and to
demonstratethe effectiveness ofthe’ Services; and (3) foradaptivelearning purpose and for customized
studentlearning. Provider's use of De-Identified Data shall survive termination of this DPAor any request
by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de-
Identified Student Datato any party unless(a) that party agreesin writing notto attemptre-identification,
and (b) prior written notice has beeh given to the LEA who-has provided prior written consent for such
transfer. Priorto publishing any document that names the LEA explicitly or indirectly, the Provider shall
obtain the LEA’s written approval of the manner in which de-identified data is presented.

Disposition of Data. Upon written request from the LEA, Provider shall dispose. of or provide 8 mechanism
forthe LEA to transfer Student Data obtained underthe Service Agreement, within'sixty (60) days of the
date of said request and-according to a schedule and procedure as the Parties may reasonably agree.
Upon termination-of this DRA, if no written request from.the:LEA is received;:Provider shall dispose of all
Student Data.after providing the LEA-with reasonable prior notice: The duty to dispose of Student Data
shall not extend to Student Data that had been De-ldentified or.placed in a separate. student account
pursuant to section II 3. The LEA may employ a “Directive for Disposition of Data” form, a copy of which
is attached heretoas Exhibit D" If theLEA and Provider employ Exhibit“D;".nofurther written request
or notlce'ls requnred on the partof e|ther party priortothe disposition of Student Data:described in Exhibit
“D . )

Advertising Limitations, Provideris prohiblted from using, disclosing, or selling Student Data to (a) inform,
influence, or enable Targeted Advertising; 6r(b) develop a profile of a student, family rember/guardian
orgroup, for any purpose other than providing the Service to LEA, This section does not prohibit Provider
from using Student Data (1) for:adaptive learning or customized student leaming (including generating
personalized learning récommendations); or (ii) to make product recommendations to.teachers or LEA
employees; or.(lli) to netify:account holders about new gducation product updates, features, or services
orfrom otherwise using Student Data as permitted In this DPA and its accompanying exhibits

~ARTICLE V: DATA PROVISIONS "

Data Storage. Where requlred by applicable law, Student Data shall be stored-within the United States.
Uponirequesf ofthe| LEA Provlder will prowde a I|st ofthe Iocations where. StudentData is stored. .

Au_dﬂ; No more than once a year, or followmg unauthorlzed access upon recelpt of a wrltten request
from the LEA with at Ieast ten(10) business days notlce and upon the executlon of an.appropriate
confidentiality agreement, the Providar: will allow theLEA toaudit the secy nty and privacymeasures that
are In place to ensure protectlon of Student Data or any portlon thereof asit. pertalns to the delivery of
services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal
agencywith oversightauthority orjurisdictioninconnection with any auditorinvestigation of the Provider
and/ordelivery of Servicesto students and/or LEA, and shall prpvlde reasonable access tothe Provider's
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4.

facilities, staff, agents and LEA's Student Data and all records pertalning to the Provider, LEAand delivery
of Services to the LEA. Fallure to reasonably cooperate shall be deemed a material breach of the DPA.

Data Security. The Provider agrees to utilize administrative, physical, and technical safeguards designed
to protect Student Data from unauthorized access, disclosure, acquisition, destruction, use, or
modification. The Provider shall adhere to any applicable law relating to data security. The provider shall
implement an adequate Cybersecurity Framework based on one of the nationally recognized standards
set forth set forth Injx]ﬂhlﬂL" Exclusmns, variations, or exemptions to the identified Cybersecurity
Framework must be detalled in an attachment to_Exhibit “*H”. Additionally, Provider may choose to
further detall its security programs and measures that augment or are in addition to the Cybersecurity
Framework in_ExhibIt “F”. Provider shall provide, in the Standard Schedule to the DPA, contact
information of an employee who LEA may contact if there are any data security concerns or questions.

Data Breach. In the event of an unauthorized release, disclosure or acquisition of Student Data that
compromises the security, confidentiality orintegrity of the Student Data maintained by the Provider the
Provider, shail provide notification.to LEA within seventy-two (72} hours of confirmation.of the incident,
unless notificatior withih this time limit would disrupt investigation of the incident by law enforcement.
In such an event, notification shall be made within a reasonable time after the mcldent Provider shall

follow the followingprocess>+-.. -

= (1) The security breach:notification described’aboweé:shall include; at a minimum, the.following
information to'the extent known by the Provider and as it becomes.available: ™ -

i Thenameand conhtactinformation oftherreporting LEAsubjecttothis section.
ii. Alist of the types of personal information that were or are reasonably belleved to
.have been.the subject of a breach.:
il If the information. is possible to determine at:the t|me the notlce is prowded thengither
© {1) the dateofthebreach, (2) the estimated date of the breach,or{3) the daterange
‘withinwhich the breach occurred. The notlf' catlon shall alse mclude the date of the
notice. -
iv. Whether the. notlﬂcatlon was delayed asa result ofa law enforcement investigation, if
that Information is possible to determine at the time the notice is provided; and
: ¥ Ageneral-desctiption.of therbreaohmcrdent, ifthat lnfdrmatlon is possltﬂe Yo determine
© atthetimethe notice is provided. LRE T FL

(2) Provider agrees to adhiere to-all federal and state requirements:with respect to a data breach
relatedtothe Student Data, including, whenappropriate orrequired;the reguired responsibilities
and procedures for notification and mltlgatlon of any such data breach

(3) Provider fu rther acknowledges and agrees to have a wntten rnmdent response plan that reﬂects
best practices and is consistentwith industry standards and federal aiid state iawfor responding
toadatabreach, breach of security, privacyincidentorunauthorized acquisition oruseof Student
Data or any portionthereof, intiuding personally identifiable infermation:ahd agrees to provide
LEA, uponrequest, with a summary of said written incident responseplan:LEA shall provide
notice-and‘ faote'surrtsur'rd‘mg the. b’reach ’.to Zthef-afre"ctedsstddentsrbarents or:guardians.

(4) Inthe event of a breach orlglnatmg from LEA s use of the Service, Prowder shall cooperate with
LEA to the @xtent netessary. to- expeditiously secure Student Dat'a. e
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.. ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “General Offer of Privacy Terms" (General Offer, attached hereto
as Exhibit“E™), be bound by the terms of Exhibit“E" to any other LEA who signs the acceptance on said Exhibit.
The form is limited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Termination.IntheeventthateitherParty seekstoterminatethis DPA, they maydoso by mutual written

4,

consentso long asthe Service Agreement has lapsed or has been terminated. Either party may terminate
this DPAand any service agreementor contract ifthe other party breaches any terms of this DPA.

. Ifthe Service Agreement is tem‘unated the Provider shall destroy all of
LEA’s Student Data pursuant to Artlcle IV, section 6.

Priorityof Agreements. This DPAshallgovern thetreatmentof Student Datain orderto comply withthe
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this
DPA. In the event there s conflict between the terms of the DPA and the Service Agreement, Terms of
Service, Privacy Policies, orwith-anyother bid/RFP; license agreement, or writing, the terms of this DPA
shall apply and take precedence. Intheeventofa conflict between ExhibitH, the SDPC Standard Clauses,
and/of the Su’pplemental State Terms, Exhibft:H will tontrol‘ foﬂowed by the SUppiemental State Terms,
Exceptas deserlbed m th|s paragraph hereln all other prowsnons of the Servnce Agreement shall remain

in effect.

EnﬂmAgmmgm‘ Thlé-BPA and the Service Agreembh’t constitite thé entire agr’eEment ofthe Parties”
relating to the subject Mistfer heréof and supérsedes ll prior communications, representations, or
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the
observance ofany prowsmn ofthls DPAmay be waived (elther generallv orln arny partlcular instance and
either retroactivély or prbSpect‘Ner) only with the signed Written consent o‘fboth?artles Nelther fa’ilure
nordelay onthe partof any Partyin exerclsmg any right, power, or prlwle‘ge hereinder shali operateasa
waiver of such right, nor shall any smgle or partial exercise of any such rlght power,or priwlege preclude
any further exermse thereof or the exerqse ofany other right power, or prlwlege '
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5. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, asto

7.

such jurisdiction, be ineffective to the extent of such prohibition or unenforceabllity withoutinvalidating
the remaining provisions of this DPA, and any such prohibition-erunenforceability in any jurisdiction shall
riot Invalidate or render unenforceable such provision in-any other jurisdiction: Notwithstanding the
foregoing, if such provision could be more narrowly drawn so as not to be prohibited or unenforceable in
such jurisdiction white, at the same time, maintaining the intent of the Parties, it shall, as to such
jurisdiction, be so narrowly drawn without invalidating the remaining provisions of this DPA or affecting
the validity ar enforceability of such provision in any other jurisdiction,

Governing Law: Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF

LAW PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE
JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY
DISPUTE ARISING OUT OF OR RELATING TO THIS DPA OR THE TRANSACT IONS CONTEMPLATED
HEREBY.

Successors Bound: This DPA'is and shall be binding upon the respective successors In interest to Provider
inthe event of a merger, acquisition, consohdatlon orother businessreorganization orsale of all or
substantially all of the assets of such’ bu‘siness In the eVent that the' ProVIdEr Sell‘s, mergés; or otherwise
disposes of its busihess td & successor durlng the term of this DPA; the Provider shall provide written
notice to the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Such
notice shall Include a wntten 5|gned 2ssurance thatthe successor will assume the obllgations of the DPA
andanyobligatioriswith respectto. StudentData withirithe Service Agreement, ThHe LEAhasthe authority
to terminate the DPAfit disapproves of the successor to whom the Provider is selllng, merging, or
otherwise dlsposmg of its business.

Authorlty. Each party represents that it is authorized to bind to the terms of this DPA, including
confldentiality and destruction of Student Data and any portion thereof contained thereln, all related or
associated mstrtutlons, Individuals, employees or contractors who may have access to the Student Data
and/or any portlonthereof

Walver. No delay or omission by elther party t6 exercisé any nght hereunder shaII be construed asa
waiver of any such right'and both parties reserve the ng ht to exercise: any such ng ht from time to time,
as often as may be deemed expedient
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EXHIBIT "A”
DESCRIPTION OF SERVICES.

Clever, Inc. provides an application management system offered at nQ costs.to districts subject to the terms and
conditions set forth in Clever's Terms of Use (including the Additional Terms of Use for Schools and the Clever
Privacy Policy) available at: hitps://iclever.com/trust/terms visited on April 22, 2021 (“Terms"), which is hereby
incorporated into this Agreement. The Clever technology system is integrated into the district-student information
system and Identity system o create.sasy and: secure data transportation for rostering and provigioning of student
accounts for partner applications. Clever offers single-sign-on into any application, a customizable student and
teacher portal, and an administrator dashboard that allows for easy trouble-shooting and application management. In
the event of a conflict between the Terms and the Agreement, the Agreement will supersede. The partles agree that
the indemnlty, and warranty disclaimer sectlons in the Terms will not apply. For avoidance of doubt, Clever will not be
responsible for the acts or omissions of Developers (as defined in the Terms) or the LEA.
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Meta Data

EXHIBIT “B”
SCHEDULE OF DATA
|
Category of Data EFlements hmm
Application Technology | Ip Addresses of users, Use of cookies, etc. Vi

Other application technology meta data-Please specify:

Application Use Statistics

Meta data on user interaction with application

Assessment Standardized test scores
Observation data | |
Other assessment data-Please specify: D
Attendance | Student school (dally) attendance.data __
Student class attendance data i
Communications Online communications captured {emails, blog étries) B
Conduct | Conduct or behavioral data____ i |
Demographics | Date of Birth... e en v
Place. 6f'Birth. . e 5
Gender V/
EthnICIty or race !
Language mformatlon ( natlve, or prlmary Ianguage spoken by
‘student) - P =
Other demographic information-Please specify: |_|
Enrollment " 7" Student school énrofiment. T T T T T
Student grade'level v
| Homeroom v
| Guidance counselor -
Specific curriculum programs |
Year of graduation B
Other. enroliment information-Please specify:
|
Parent/Guardian Contact | Address.. . | Vi
Informatlon Brnail T |‘ 4
e IL-NDPA v1.0a Page 11 of 23
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Category of Data Elements by Your ¥ :
Phone v
Parent/Guardian ID | parent ID number (created to link parents to
| students) )
Parent/Guardian Name | First and/or Last v
Schedule - Student scheduled courses
Teacher names v

Speclal Indicator

English language learner information

Low Income status -
Medical ‘alerts/ health data . .

Student disability information -
_ Snetlari‘zed education services (IEP or 504)

Living sltuations (homeless/foster care)

Other indicator information-Pléase specify:

o an e

|

Student Contact Addpess ..
Phone:.:.::
Student Identifiers | pgcal:(School-district) ID iumber

Stater ID ‘nuinber

,,Pronde#App assignied student ID number

: Student ' a_pp username

Student app passwords

R RRRER

Student Name

First and/or Last

StudentIn - Prograri/application performance (typing program-student
App typesGOme, reading program-studentreadsbelow —=
Performance grade '

levely*

‘Student Program

Academicor extracurrlcular actlvmes astudent may belong to

Membership or particlpate in L-|
Responses | SWden responses o surveys or questionnalres L
J

Student work

Studerit génerated content; writing, pictures, etc.

Other student work data -Please specify:

Transcript

Student course grades

Student course data
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' Check if Used
Category of Data - Elements - by Your
I Student course grades/ performance scores -
Other transcript data - Please specify:
Transportation Student bus assignment
TeEe L e S |
Student pick up and/or drop off location B
Student bus card ID number B
Other transportation data - Please specify:
Other | Please list each addjtlonaldataelementused stored,or. .. | . |_[
collected by your appIIcatlon. RRTRI
|
|
None No Student Data collected at this time. Provider will U
immediately notify LEAifthis designation isno longer
applicable.
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. EXHIBIT °C”
DEFINITION
s

De-Identified Data and De-Identification: Records and information are considered to be De-Identified when all
personally identifiable information has been removed or obscured, such that the remalning information does not
reasonably identify a specific individual, including, but not limited to, any information that, alone or in
combination is linkable to:a.speeific student and provided that the educational agency, or other party, has made
areasonable determination thata student’s identity is not personally identifiable, taking into account reasonable
avallable information.

Educational Records: Educational Records are records, files, documents, and other materials directly related to a
student and maintained by the school or local education agency, or by a person acting for such school or local
education agency, including but not limited to, records encompassing all the material kept in the student’s

cumulative folder, such as general identifying data, records of attendance and of academic work completed,

records of achievement, and results of evaluatlve tests, health data, dlsclplinary status, test protocols and
individualized education programs.” N B :

Metadata: means information.that provides meaning and context to other data being-cullected; including, but not
limitedto: date andtime records.and purpose of creation Metadatathat rave been strtppednfalldlrect and
Indirect identifiers are not considered Personally Identifiable Information.. L . N

Operator: means the operator of an internet website, online service, online application, or mobile application with
actual knowledge thatthe site, serviceor application Is used forK<12 school purposes. Anyentity.that operates
aninternetwebsite, onlineservice, online application, ormobileapplicationthathasehterédintoasigned, written
agreementwith an LEA to pnov:de aservlca to thatLEA shall be cqnsideced an cpera‘.tor forthe pu rposes ofthis

RS DR el S

section. - . OED ST T e Tt ETI
Originating LEA: An LEA who originally executes the DPA in its entirety with the Provider.

Provider: For purposes of.the DPA, the.térm Provider” means-provider of d'igitat:edu_catlona‘l'.softwa're or services,
including cloud-based services, -for the digital storage, managemeént, and retrieval-of:Student Data. Within the DPA
the term "Provider” includes the term “Third Party” and the termi “Operator”as used in applicable state statutes.

Student Generated Content: The term “Student-Generated. Content” means. fnaterials ‘or-¢ontent ‘created by a
studentintheservicesincluding,butnbtlimited to, essays, research reports, portfolios, creativewriting, musicor
other audio flles, photographs, vndeos, and account Informatlon that enables ongomg ownershlp of student

content. : [ s Tt

School Official: Forthe purposes of this DPAand pursuant to-34 CFR § 99.31(b), a School Official is a contractor
that: (1) Performs an.institutional-service or function for which the agency or.institution would otherwise use
employees; (2) Is underthe direct control of the agency or institution with respect to the use and maintenance of
Student Data including Educatioh Records; and (3) Is subject to-34 CFR §:99.33(4) governmg the use and
re- disclesure of Personaliy Identlf‘able Informatlon from Ediication Records. =" "

Service Agreement Refers to the Contract, Purchase Order or Terms of Service or Terms of Use.

Student Data: Student Data mcludes any datai whethér gathered by Provider or prowded by LEA or its users,
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students, or students’ parents/guardlans, that Is descriptive of the student including, but not limited to,
information In the student’s educational record or emall, first and last name, birthdate, home or other physical
address, telephone number,-emall-address, or-ether infermation atlowing physical-or online contact, discipline
records, videos, test results, specidl education data, juvenile dependency records, grades, evaluations, criminal
records, medical records, health records, secial security numbers, biometric information, disabilities,
socioeconomic informatlon, individual purchasing behavior or preferences, food purchases, political affiliations,
religious information, text messages, documents, student identifiers, search activity, photos, voice recordings,
geolocation information, parents’ names, or any other information or identification number that would provide
informatlon about a specificstuident. Student Data includes Meta Data. Student DatafurtherIncludes™Personally
Identifiable Information (PII),” as defined in 34 C.F.R. § 99.3 and as defined under any applicable state law.
Student Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal,
state, and local laws and regulations. Student Data as specified in Exhibit"B" Is confirmed to be collected or
processed by the Provider pursuant to the Services. Student Data shall not constitute that information
that has been anonymized or De-Identified, or anonymous usage data regarding a student’s use of
Provider'sservices.

Subprocessor: For the purposes of this DPA, the term “Subprocessor” {sometimes referred to as the
*Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service to operate and/orimprove its service, and who has access to Student Data.

Subscribing LEA An LEA thatwas not partv to the original Service Agreement-and who accepts the Prowder s
General Offer of Privacy Terms. . ) )

Targeted Advertising: means presenting.an advertisement to a student where the selection of the advertisement
is based on Student Data or inferred over time.from the usageof the operator's Internet web site, online service
or mobile application by such student or the retention of such student's online activities or requests over time for
the purpose of targeting subsequent advertisements. "Targeted Advertising" does notinclude any advertising to
astudenton an Internet web site based on the content of the web page or in response to a student's response or
request for information or feedback.

Third Party: Theterm"Third Party” means a provider of digital educational software orservices, Including cloud-
based services, forthe digital storage, management, and retrieval of Education Records and/or Student Data, as
thatterm is used in some state statutes. However, for the purpose of this DPA, the term “Third Party” when used.
toindicate the providerofdigital educational software or services is replaced by the term “Provider.”
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-

- EXHIBIT "D" .
' DIRECTIVE FOR DISPOSITION OF DATA

Provider to dispose of data obtai-ne'd .by vaidér pursuant to the terms of the Service Agreement between
LEA and Provider. The terms of the Disposition are set forth below:

1. Extent of Disposition
_[ Disposition is partial. The-categories of data to be disposed of are set forth below or are found in

an attachment to this Directive:
1

_[2 Dpisposition is Complete. Disposition extends to all categories of data.

2. Nature of Disposition
Disposition shall be by destruction or deletion of data.
Disposition shall be by a transfer of data. The data shall be transferred to the following site

as follows: .
[ L ]
3. Schedule of Disposition

Data shall be dispased of by the following date: -
As soon as commiercially practicable.

By [ ]
4, Signature
Authorized Representative of LEA - ,_-D;aj;e";
Authorized Repfggptél;ﬁééﬁComgagy_:‘ o Date
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: . - EXHIBIT E"
GENERAL OFFER OF PRIVACY: TERMS

1. Offer of Terms : i
Provider offers the same privacy protections found in this DPA between itand McfeanCountvUnltS SchoolDistric

(“Originating LEA") which Is dated 03/29/202, to any other LEA (“Subscribing LEA") who accepts this General
Offer of Privacy Terms (“General Offer”) through its signature below. This General Offer shall extend only to
privacy protections, and Provider's signature shall not necessarily bind Provider to other terms, such as price,
term, or schedule of services, or to any other provision not addressed In this DPA. The Provider and the
Subscribing LEA may also agree to change the data provided by Subscribing LEA to the Provider to suit the
unique needs of the Subscribing LEA. The Provider may withdraw the General Offer in the event of: (1) a
materlal change in the applicable privacy statues; (2) a matérial change in the services and products listed in
the originating Service Agreement; or three (3) years after the date of Provider’s signature to this Form,
Subscribing LEAs should send the signed Exhibit  "F°
to Provider at the following email address; -e931@clever.con .

PROVIDER: Clever

]Léu;w whdific 207
BY: [ WR:FL o Date : 1%-2?
Printed Name: M R +itle]Pqei'tion: EFO

2. Subscrlblng LEA
A Subscribing LEA, by sighing a separate Servrce Ag reement W|th Provrder, and by |ts 5|gnature below, accepts
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term.of the DPA between the McleanCountyUnit5 SchoolDistric

and ' Clever ° °

**pRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER
PURSUANT TO ARTICLE VAL, SECTION 5. **

Lot

- _}_ Date: ?{/4/?‘2
Te ""/L't,'f Vid -~

DESIGNATED REPRESENTATIVE D.“L A:
Name: Z/:f gg)i:légg,[ / éde

Title: 0
Address: {;{)Qr% Do g Mé/‘{f s /
Telephone Number: bl I et 9 6 -

Email: 7§’EZ¢;Q¢€% rd@%ﬂﬁji 1’:’" l’ﬁéf’?Ld/ oLk
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EXHIBIT "“F”
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
2/24/2020

The Education Security and Privacy Exchange (“Edspex™) works in partnership with the Student Data Privacy
Consortium and industry leaders to-maintain a list of known and credible cybersecurity frameworks which can
protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* ("Cybersecurity
Frameworks"”) that may be utilized by Provider.

Cybersecurity Frameworks _
MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)

|| National Institute ofStandards NIST Cybersecurity Framework Version 1.1
|-and Technology
National Institute of Standards NIST SP800-53, Cybersecurity Framework for
and Technology- - =0y .ot .+ . Improving:Critlcal Infrastructuce Cybersecurity
| (CSF), SpeC|aI Pubhcatmn 800=171 " :
—1 | Internatjonal $té)nd_éfrds_'.'6rga:q'i'zetion Information technolagy Securlty technlques
- — Information security management systems
(ISO 27000 series)

Secure Controls Framewark Cauncil,- LLC - | Security Controls Framework (SCF)

Center for Internet: Security CISCritical Security.Controls {CSC, CIS Top 20)

| Office ofthe Under. Secretary of Defense for. . |. Cybersecurity.Maturity Model Certification.
Ll | Acquisition and Sustainment (OUSD(A&S)) | (CMMC, ~FAR/DFAR)

Please visit hitp://www.edspex.o for further details about the néted _ﬂ'amewarks

*Cybersecurity Principles used to choose the Cybersecurity Frameworks are Iocated here
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EXHIBIT "G" - Supplemental SDPC (Student Data Privacy
. Consortium) State Terms for lllinols

Version IL-NDPAv1.0a {Revised March 15, 2021)

This Exhibit G, Supplemental SDPC State Terms for lllincis {"Supplemental State Terms"), effective simultaneously

with the attached Student Data Privacy Agreement ("DPA") by and between
McleanCountyUnits SchoolDlstrict .
{the "Local Education Agency” or

LEAY) and - __ . Claver ___ {the "Provider"), is

Yool [T T PR L L)

incorporated in the attached DPA and amends the DPA {and all supplemental terms and conditions and policles
applicable to the DPA} as follows:

1. Compliance with lllinols Privacy Laws. In performing its obligations under the Agreement, the Provider
shali comply with all lllinoislaws and régulations pertaining to stutlent.data privacy, confidentiality, and maintenance,
including but not limited to the Illinois School Student Records Act ("ISSRA"), 105 ILCS 10/, Mental Health and
Developmental Disabilities Confidentiallty Act- {"MHDDCA"}, 740 ILCS 110/; Student Online Personal Protection Act
("SOPPA"}, 105 ILCS 85/, Identity Protection Act {"IPA"), 5 ILCS 179/, and Personal Informatton Protection Act
("PIPA"), 815 ILCS 530/, and Local Records Act (“LRA"), 50'ILCS 205/, - Lo e

2. Definition of "Student Data."‘ln addition to the definition set forth in Exhiblt C, Student Data includes any
and all Informatlon concernln; a 5tuq|en_t by Wﬂlc.'l a §tudent may | be I_ndlvlduallz identified under appllcable lllinois
law and regulations, mcludmg but not limited to {a) "covered information,” as defined In Section 5 of SOPPA {105
ILCS 85/5}, (b) "school student:records” as that term Is defined in.Section 2.of ISSRA (1G5:1LES 10/2(d}) {c) “records”
as that term is deflned .under Section 110/2 of the MHDDCA ({740 ILCS 110/2), and (d) “personal information” as

defined i in Sectlorl 530/5 of PIPA.

- w.o Coea . e - .. LI N P e
D ETR VITY ALy dled FIE R T B P T Ly R AR

'3. ' School Official- Designiation.” PaFsuBNt o Artlcle I Paragraph 4. of thé BPA: Stahdard# "Glalises,” and In
accordance with FERPA, ISSRA and SOPPA, In‘performing its obligatiens under the DPA, the - Provider Isacting as a
school officlal with’ legitimate ‘educational Interest; is performing an institutiohal sérvice-or fanctior fér which the
LEA would otherwise use its own. efiplayees; is under the direct controt of the LEA with"respect to the use and
maintenance of Student Data: andis using Student Data only for-an authorized purpose and in furtherance of such
Iegltlmate educatlonal Interest. i

4, Urnltatlons on Re-Disclosure. The Provider shall not re-disclose Student Data to any other party or-affiltate
without the* express written’ perrrtISslbn of the LEA or pursirdnt to' codrt-ordet; unfess suéh dlsc?loﬁrre i§'otherwise
permitted Under SOPPA, iSSRA; FERPA, and"MHDDCA. ‘Provider - Wil ‘ot self or “rent  Studlént-Data. I’ the event
another party, mcludmg {aw enforcement or a government entity; contacts the Provider with 3 Tequest or subpoena
for Student Data in the possessmn of the Provider, the Provider shall redirect the other party to seek the data directly
from the LEA. In the event the Provider Is compel[ed to produce Student Data to another partv In compliance with a
court ordé’r Prdvlder shall‘hbtlfv’tﬁe LEA st [East five (5) school davg irf ddvarice bf thé coutt order'ed tlrshloswe and
upon request, provide’ the LEA wnfh a copv of the court order requirmg such dlsCIOSU'I"E SRR

5. Notlces. Any notlcedellver'ed pursuant to the-DPAshall be deemed effettive; as applrcable, upon recerpt as
evidericed by the date’ of transmission indicated enthe transthission matérial;if by'e=rall; orfour = ¢ &7 : "
{4) days after maillng, If by-first-class mail, postage prepaid.

6. Parent Right- to-Access-and Challenge -Student Data. The LEA shall establish’ reasanable procedures
pursuant to whu:h a pareht, a¥ thatterm ls daned in 105 HES 1072(g), may-inspett and/or

el ey e,
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copy Student Data and/or challenge the accuracy, relevance or propriety of Student Data, pursuant to Sectlons 5
and 7 of ISSRA (105ILCS 10/5 105(LCs 10/7) andSection 33 of SOPPA (105 ILCS 85/33) The Provider shall respond to
any request by the LEA for Student Data in the possession of the Prowder when Provider cooperatlon Is required to
afford a parent an opportumty to mspect and/or copy the Student Data, no later than 5 business days from the date
of the request. In the event that a parent contacts the Provider directly to inspect and/or copy Student Data, the
Provider shall refer the parent to the LEA, which shall follow the necessary and proper procedures regarding the
requested Student Data,

7. Corractions to Factual Inaccuracles.-In the event that the LEA determines that the Provider is maintaining
Student Data that contains a factual inaccuracy, and Provider cooperation is required in order to make a correction,
the LEA shall notify the Provider of the factual inaccuracy and the correctlon to be made. No later than 90 calendar
days after recelving the notice of the factual inaccuracy, the Provider shall correct the factual inaccuracy and shall
provide written cenﬂrmatlon' of the correction to the LEA. o

8. Security Standards; The- Provider shéll implement and malntaln commerclally reasonable: security
procedures-and practices that atherwlse meet or éxceed Industry standards designed’to pratect'Studént Data from
unauthorized access, destructlon, use; ‘modification; or-dlsclostire, including but'* not limitéd ‘to the unauthorized
acqulsition of computerized data that compromises the security, confidentiality, or Integrity of the Student Data (a
"Security Breach"). For purposes of the DPA and this Exhibit G, "Security Breach" does not include the good faith
acquisition of Student Data by an employee or agent of the Provider or LEA for a legitimate educational or
administratlve purpose of the Provider or LEA, so long as the Student Data [s used solely for purposes permltted by
SOPPA and other appllcable Idw, and 50 Iong as the Student Data Is resttlcted frorri further unauthorlzed disclosure.

9. Security Breach Notification, In addition to the information enumerated in Article V, Section 4(1) ofthe
DPA Standard CIauses, anvSeeurltv Brea::h notlﬁcatlon prdvlded by the Provider to-thé LEA shafl Include::

a A Ilst of the students whose Student Data was involved In or Is reasonably believed to have been
lnvolved rn the breach If known; and

B T T T T T ' B e L HCPPIN TR S ST
B The mamé and eontact-nformatiori foran emplcyee ef the Provider whbm parerits mav contact

-

t6 ihquire about-the breach. - o . : et ST
10. Reimbursement of Expenses Associated with Security Breach. In the event of a Security Breachthat Is
attributable to the.Rrovider, the Provider shall reimburse and indemnifythe LEA for any-and all.costs.and expenses
that the LEA incurs in Jnvestlgatmg and remediating the Security Breach, without regard.to any limitation of

liability provislon otherwise agreed to between Provider and LEA, including but not limited to costs and expenses
associated with:.

a. Providing notification to the parents of those students whose Student Data was compromised
and regulatory agencles or other entltles as required by law of contract; -

b. Providing credit monitoring to those students whose Student Data was exposed in a manner
during -the:Sécurity Breach that-a reasonable person would beflevemay impuact: thé student's
credit or financlal security;

€. Legal fees, audlt eo’sts. fnes, and anv other fees: or damages |mposed against the LEA

- HI PN el it TR s
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as a result of the security breach; and

d. Providing any other notifications or fulfilling any other requirements adopted by the lllinois
State Board of Education or under other State or federal laws.

11. Transfer or Deletlon of Student Data. The Provider shall review, on an annual basls, whether the Student
Data it has received pursuant to the DPA continues to be needed for the purpose(s) of the Service Agreement and
this DPA. If any of the Student Data is no longer needed for purposes of the Service Agreement and this DPA, the
Provider will provide written notice to the LEA as to what Student Data s no longer needed. The Provider will
delete or transfer Student Data in readable form to the LEA, as directed by the LEA {(which may be effectuated
through Exhibit D of the DPA), within 30 calendar days If the LEA requests deletion or transfer of the Student Data
and shall provide written confirmation to the LEA of such deletlon or transfer. Upon termination of the Service
Agreement between the Provider and LEA, Provider shall conduct a final review of Student Data within 60 calendar
days.

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2{g), that Student Data being
held by the Provider be deleted, the LEA shall determine whether the requested deletion would viclate State and/or
federal records laws. In the event such deletion would not violate State or federal records laws, the LEA shall forward
the request for deletion to’the Provider. The Provider shall comply with the request and delete the Student Data
within a reasonable time period after receiving therequest.

Any provision of Studeént Datato the LEA from the Provider shall be transmitted ifi @ format readable by the

12. Public Posting of DPA. PUrsuant to SOPPA, the LEA shall publish on its website a copy of the DPA
between the Provider and the LEA, including this Exhiblt G.

13. Subcontractors. By no later than {5} business days after the date of execution of the DPA, the Provider
shall provide the LEA with a list of any subcontractors to whom Student Data may be disclosed or a link to a page on
the Provider's webslte that clearly lists-any and all subcontractors to whom Studerit Data may-be disclosed. This list
shall, at 2 minimum, be updated and provided to the LEA by the beginning of each fiscal year {July 1) and at the
beginning of each calendar year (January 1).

14. DPA Term.

a. Orlglnal DPA. Paragraph 4on page '2 of the DPA setting a three—vear term for the DPA shall be
deleted, and the following shall be inserted In lieu thereof: “This DPA shall be effective upon the
date of signature by Provider and LEA, and shall remain
In effect as between Provider and LEA 1) for so long as the Services are being provided to the
|LEA or 2) until the DPA is terminated pursuant to Section 15 of this Exhlblt G, whichever comes
first. The Exhibit E General Offer will expire three (3) years from the date the original DPA was
signed.”

b. General Offer DPA. The following shall be Inserted.as a new second sentence In Paragraph 1 of
Exhibit E: “The provislons-of the original DPA offered by Provider and accepted by Subscriblng LEA
pursuant to this Exhibit E shall remaln In effect as between Provider and Subscribing LEA 1) for so

.long as the Services are being provided to
Subscribing LEA, or 2) untll the DPA is terminated pursuant to Sectlon 15 of this Exhlbit G, whichever

comes first.”
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15.

16.

17.

18,

19.

20,

Terminatlon. Paragraph-1.of Article ,VI'I shall be deleted, and the following shall be inserted in lieu thereof;
“In the event either Party seeks to terminate this DPA, they may do so by mutual written consent so long as
the Service Agreement has lapsed or been terminated. One party may terminate this DPA upon a material
breach of this DPA by the other party. Upon termination of the DPA, the Service Agreement shall terminate.’

Privacy Policy. The Provider must publicly disclose material information about its collection, use, and
disclosure of Student Data, including, but not limited to, publishing a terms of service agreement, privacy
policy, or simllar document.

Minlmum Data Necessary Shared. The Provider attests that the Student Data request by the Provider
from the LEA in order for the LEA to actess the Provider's products and/or services Is limited to the Student
Data that is adequate, relevant, and limited to what Is necessary in relation to the K-12 school purposes for
which it is_processed.
Student and Parent Accass. Acoess by students or parents/guardlans to the Prowder‘s programs or servites
governed bythe DPAorto any Student Data stored by Provider shall not be conditioned upon agreement by
the parents/guardians to waive any of the student data confidentlality restrictions or a lessening of any of
the confldentiality or privacy requirements contained in ‘t_h..i_s DPA.

Data Storage. Pr'dvl&el_' shall store all Student Data shared underthe DPA within the United States,

Exhibits A and B, The Services described in Exhiblt A and the Schedule of Data in Exhibit B to the DPA satisfy
the requirements in SOFPA fo Include a statement of the ‘product or s'ér'\'fice belng provlded to the school by
the Provider and a IIstIng of the categories or types of covered information to be prowded 1o the Provider,

respectlvely
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EXHIBIT “H”
Additional Terms or Modifications
Version 1.0a o

LEA and Provider agree to the following additional terms and modifications:
Modifications to Exhibit G, Supplemental SDPC State Terms for Illinois

Paragraph 4 Is strlcken and replaced W|th the following:

5. Limitations on Re-Disclosure. The Provider shall not re-disclose Student Data to any
other party or affillate without the express written permission of the LEA or pursuant to
court order, unless such disclosure Is otherwise permitted under SOPPA, ISSRA, FERPA,
and MHDDCA. Provider will not sell or rent Student Data. In the event another party,
including law enforcement or a government entity, contacts the Provider with a request or
subpoena for Student Data in the possession of the Provider, the Provider shall redirect the
other party to seek the data directly from the LEA. In the event the Provider Is compelled
to produce Student Data to another party in compllance with a court order, Provider shall,
unless restricted by the court order or applicable laws, notify the LEA at least five (5) school
days In advance of the court ordered disclosure and, upon request, provide the LEA with a
copy of the court order requiring such dlsclosure.

Paragraph 8 is stricken and repiaced with the following: -

8. Security Standards. The Prowder shall Implement and maintain commermally reasonahle
security . procedures and practlces that otherwlse meet . or exceed Industry standards
de5|gned to protect Student Data from unauthorized access, destructlon, use, modlflcatlon,
or disclosure, including but not limited to the unauthorized acquisition of computerized data
that compromises the security, confidentiality, or integrity of the Student Data (such
unauthorlzed acqmsmon, -"Securlty Breach"). For purposes, of the DPA and thIS Exhlblt G,
“Secunty Breach" does not include the good falth acqu15|t|on ‘of Student Data by an
employee or agent of the Provider or LEA for a legitimate educational or administrative
purpose of the Provider or LEA, so long as the Student Data is used solely for purposes
permitted by SOPPA and other applicable law, and so long as the Student Data is restricted
from further unauthorized disclosure.

Paragraph 10 is stricken and replaced with the FoIiOWingi

10. Cyber Insurance; Reimbursement of Expenses Associated with- Securlty Breach.
Throughout'the term of this:Agreement, the Providér shall maintaima cybér Insurance
policy in an amount no less than $5 million, which shall, by endorsement, name the LEA
as an additlonal insured. In the event of a Security Breach that is. attributable to the
Provider, the Provider shall reimburse and indemnify the LEA for, any and all. reasonable
costs and expenses that the LEA incurs In connection with providing any. Iegally required
notification to the parents of those students whose Student Data was compromised
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and to regulatory agencles or other entities as required by law. The Provider shall
reimburse and indemnify the LEA for other reasonable costs and expenses that the
LEA incurs in investigating.and remediating the Security Breach only to the extent
that such costs and expenses are covered by the Provider's cyber Insurance policy
described herein and provided there is coverage still remaining on Provider’s
insurance policy after all such costs and expenses, including in connection with other
LEAs, have been consldered. Such reasonable costs and expenses shall include, but
are not limited to:

a.Legal fees, audIt costs, fines, and any other fees or damages Imposed against
the LEA as a result of the Securlty Breach; and

b. Costs assoclated with: providing other notifications or fuifilling other
requirements adopted by the III|n0|s State Board of Education or under other State or
federal laws. .

Notmthstandmg the above, the Provider shall have no responSIblllty for costs associated
with prowdlng credit monltorlng to students, as the Provider does not collect or maintain
any fi nanclal related Student Data.

Any lmitation of liability. clause in the Provider’s- Terms of Service:shall:not apply to
this Paragraph 10.

The first paragraph in paragraph 11 is stricken and replaced with the following:

11. Transfer or Deletlon of Student Data. The Provider shall review, on an annual basis,
whether the Student Data it has received pursuant-to the DPA.continues to be needed for
the purpose(s) of the Serwce Agreement and this DPA. If any of the Student Data isno
Ionger needed for purposes of the ‘Service Agreement and this DPA, the Provider will
provlde written notlce to the LEA as to what Student Data is no longer needed. The
Provider will delete Student Data in readable form.to the LEA, as directed by the LEA
(which may be effectuated ‘through Exhibit D of the DPA), within 5|xty (60 calendar days If
the LEA requests deletion or transfer of the Student Data and shall provide written
confirmation to the LEA of such deletion or transfer, unless a student or his or her parent
or legal guardlan consents to the maintenance of the Student Data. Upon termination of
the Service Agreement between the Provider and LEA, Provider shall conduct a final
review of Student Data within 60 calendar days.

Paragraph 13 is stricke'n: a'nd 'replace‘d with the following:

13. List of Subcontractors 105 ILC‘S 85/ 1 5(6) reCIUIre§ thé PrOVIder to l:l‘onde the LEA
a list of any “third partles or al‘ﬂllates to whom Tt is currently dlsclosmg covered
mformatlon or has dlsclosed covered mformatlon and to. update the list by the
beglnnlng of each flscal year and each calendar year An addxtlon, 105 ILCS

'85/27(a)(3)-requires.the LEA to post-and maintain on its wehslte,..a. list. of any- of..,the
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Provider’s subcontractors to whom covered information may be disclosed or a link
to a page on the Provider’s website that clearly lists that information as provided by
Clever to the LEA pursuant to 105 ILCS 85/15(6). The Provider maintains a list of
educational technolo'gy'appﬁcations to whom the LEA may choose to disclose Student
Data at https://clever.com/app-gallery or as otherwise selected by the LEA. The
Provider will maintain and provide to the LEA'a list of all third parties, afflllates, and
subcontractors not Ilsted in its application gallery to whom Clever Is currently
disclosing Student Data or has disclosed Student Data. This list will be updated at
the beginning of each State flscal year and at the beginning of each calendar year

and can be found at: clever.com/trust/subprocessors.

In this clause, Student Data means Student Data provided by the LEA that is a party
to this Agreement or of said LEA’s students and not any and all Student Data that is
provided to Clever from other LEAs or §eparate_frpm this’ _Agreemenp _
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